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Executive Summary: A Paradigm Shift in Digital
Trust

The year 2025 will be etched into the history of digital architecture as the pivotal moment
when the decentralized identity paradigm shifted. While the promise of Self-Sovereign
Identity (SSI) has long been synonymous with dependence on distributed ledgers
(blockchains), the developments around the Key Event Receipt Infrastructure (KERI)
constitute a major technological and philosophical breakthrough. We are witnessing a
transition from "Ledger-Locked identity” to "Autonomic identity” (Ledger-Less but Ledger-
Portable), where the root of trust is no longer a costly and slow network consensus, but
cryptography itself, managed at the edge by the user.

This report, the result of in-depth technical and strategic analysis, explores KERI's
breakthrough in 2025. This breakthrough is not an isolated event but a convergence of
technological maturity, institutional adoption, and large-scale validation. Three pillars
support this revolution:

1. Industrialization by GLEIF (Global Legal Entity Identifier Foundation): With the
publication of the vLEl Ecosystem Governance Framework v3.0 in April 2025, KERI
became the foundation for a regulated global identity system, proving its ability to
manage millions of organizational identities without relying on the volatility of public
blockchains.

2. Hybridization by Major Layer 1s: The launch of the Veridian platform by the Cardano
Foundation in April 2025 demonstrated that a major blockchain could adopt KERI not
as a competitor, but as an identity scaling protocol (Layer 2 for identity), resolving
the cost and privacy issues that hindered the massive adoption of DIDs
(Decentralized Identifiers).
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3. The Emergence of the Trust Spanning Protocol (TSP): The formalization of TSP as the
"IP layer of trust” places KERI at the heart of universal interoperability, enabling secure
exchanges between heterogeneous technological ecosystems.

This document details the cryptographic mechanisms (pre-rotation, duplicity detection,
ACDC), analyzes the economic impacts (reduced compliance costs, new data value
chains), and projects the consequences of this transition for players in blockchain, finance,
and the supply chain.

1. Introduction: The Blockchain Identity Crisis and
the Need for a New Architecture

To grasp the magnitude of the breakthrough achieved by KERI in 2025, it is imperative to
deconstruct the structural limitations that hampered the adoption of first-generation
decentralized identity.

1.1 The Blockchain Identity Trilemma

Until 2024, the SSI ecosystem primarily relied on anchoring DIDs on distributed ledgers. This
approach, while pioneering, faced a paralyzing trilemma:

* Scalability vs. Security: To secure an identity on Ethereum or Bitcoin, every operation
(creation, key rotation) requires an on-chain transaction. This ties the cost of identity
management to network congestion and the native token price ("Gas Fees").

e Privacy vs. Immutability: GDPR and the "right to be forgotten” are fundamentally
incompatible with immutable ledgers. Even anchoring in the form of hashes poses
long-term correlation risks.

* Interoperability vs. Sovereignty: An identity created with the did:ethr method is
technically and economically captive to the Ethereum ecosystem. Real portability to
another infrastructure (e.g., Hyperledger Indy) required complex bridges or the
management of multiple identities, negating the promise of sovereignty.

1.2 The KERI Answer: Decoupling Identity from the Ledger

KERI, conceptualized by Dr. Samuel M. Smith, proposes a radical inversion of the trust
hierarchy. Instead of saying "I trust this identity because it is recorded on blockchain X," KERI
allows saying "l trust this identity because | can mathematically verify the integrity of its key
history, regardless of where it is published.”
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In 2025, this vision moved from theory to industrial practice. The "breakthrough” in question
is the demonstration that one can build a global trust infrastructure (Trust Spanning Layer)
that is:

1. Universally Verifiable: Without requiring connection to a specific blockchain.
2. Quantum-Resistant: Thanks to native pre-rotation.

3. Economically Viable: Marginal cost of zero for identity operations.

2. Fundamental Architecture and Cryptographic
Mechanisms: The Engine of the Revolution

KERI's robustness relies on cryptographic primitives that differ substantially from traditional
blockchain approaches. This section details the technical components that reached
maturity in 2025.

2.1 The Key Event Log (KEL)

KERI's atomic core is the KEL. Unlike a blockchain where all users' transactions are mixed in
global blocks (Total Ordering), each KERI identity (AID - Autonomic Identifier) maintains its
own micro-chain (Relative Ordering).

2.1.1 Structure and Functioning

A KEL is an immutable sequence of events cryptographically signed by the identifier's
controller.

« Inception Event (Creation): Generates the identifier from a cryptographic derivation
of the first public key. The identifier is "Self-Certifying Identifier (SCID)."

¢ Rotation Event: Allows changing the active signing keys. This is where KERI excels
compared to traditional PKls (Public Key Infrastructures).

e Interaction Event: Used to anchor data or commitments to other identities without
changing keys.

2.1.2 The End of Global Consensus

The major innovation is the abandonment of global Byzantine consensus for identity
validation. In KERI, the order of events is established by the controller itself.

o Implication: Validating a KEL is a local and deterministic operation. A validator only
needs the target identity's KEL, not the entire global network state. This offers
theoretically infinite scalability, limited only by bandwidth, and not by the processing
capacity of a blockchain network.
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2.2 Pre-Rotation: The Post-Quantum Shield

Pre-rotation is arguably the feature that most appealed to financial and governmental
institutions in 2025.

2.2.1 The Mechanism

During event N (for example, Inception), the controller generates two key pairs:
1. Active Keys (K_n): Used to sign event N.

2. Next Keys (K_n+1): The public key is hashed and included in event N as a
"commitment.” The corresponding private key is kept offline (‘cold storage”), never
used.

To perform a rotation to event N+1, the controller must sign with keys K_n AND reveal public
keys K_n+1 that correspond to the previously committed hash.

2.2.2 The Decisive Security Advantage

Even if an attacker manages to break the cryptography of the active keys (via a quantum
computer or key theft), they cannot take control of the identity (i.e.,, perform a rotation). Why?

e They do not possess the next private keys (K_n+1), which have never been exposed
and are protected by the hash (the hash is considered quantum-resistant).

e Without K_n+1, any rotation attempt will be rejected by validators as invalid against
the previous commitment.

This "proactive protection” contrasts with the “reactive revocation” of classic X.509 or DID
systems, which is often slow and complex to propagate.

2.3 Duplicity Detection vs. Double Spending Prevention

Blockchains solve the Double Spending problem through costly global consensus. KERI
posits that for identity, Duplicity Detection is sufficient and more efficient.

¢ Principle: The controller is the sole source of truth. If they sign two different events for
the same sequence number (e.g., two concurrent rotations), it is irrefutable proof of
compromise or malice.

e Consequence: As soon as duplicity is detected (thanks to witnesses/watchers), the
identity is considered untrustworthy by the entire network. This immediate,
cryptographic sanction encourages honesty without requiring energy-intensive
Proof-of-Work or Proof-of-Stake.
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3. Analysis of 2024-2025 Breakthroughs: From
Experimentation to Critical Infrastructure

The recent period saw two major developments that moved KERI from a “promising protocol”
to an "industry standard.”

3.1 The Hybrid Breakthrough: Veridian and the Cardano
Ecosystem

In April 2025, the Cardano Foundation launched Veridian, an open-source digital identity
platform integrating KERI

3.1.1The "Backer” Model on Layer 1

Veridian introduced an innovative integration model where the blockchain (Cardano) no
longer serves as the primary identity ledger, but as a Backer or Public Witness.

e Functioning: Veridian identifiers are native KERI AIDs. Key events are managed off-
chain for total speed and cost-freeness. However, these events are periodically
‘anchored” on the Cardano blockchain.

e Added Value: This provides immutable timestamping and public availability of KELs
without imposing the blockchain cost for every interaction. If the controller loses their
private witnesses, they can use the blockchain anchor as proof of last resort.

o Portability: Unlike earlier did:ada solutions, a Veridian identity can stop using
Cardano and migrate to Bitcoin or a private witness network without changing its
identifier, because the root of trust is the AID itself, not the blockchain address.

3.1.2Impact on the Ecosystem

This initiative validated the thesis that KERI is complementary, not antagonistic, to Layer 1
blockchains. It paves the way for “Layer 2" identity services on all major chains (Ethereum,
Polkadot), reducing mainnet congestion while increasing the chain’'s utility as a trust
settlement layer.

3.2 Regulatory Maturity: GLEIF and vLEI v3.0

The Global Legal Entity Identifier Foundation (GLEIF) is the supranational institution
responsible for identifying legal entities (LEI) for the G20. Its full adoption of KERI via the VLEI
(verifiable LEI) is the strongest signal of institutional breakthrough.

3.2.1 The Governance Framework v3.0 (April 2025)
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The publication of version 3.0 of the governance framework embedded the technical
requirements for a production-grade KERI infrastructure.

e Witness Standardization: The framework mandates the use of the KAWA algorithm
(KERI's Algorithm for Witness Agreement) with a majority threshold on a minimum
pool of 5 witnesses. This ensures that no single entity (not even GLEIF) can censor or
alter an identity's log.

* Cryptographic Requirements: Strengthened security with a strict requirement of 128
bits of entropy for all key pairs, aligning KERI with military and banking standards.

o Delegation Scalability: The vLEI model now allows an unlimited chain of delegation
(GLEIF -> Qualified VLEI Issuer (QVI) -> Company -> Employee). Each link is a verifiable
KERI identity, creating an instant global web of trust.

3.2.2Key Figures 2025

GLEIF reports 8 show an acceleration of adoption:
e 2.86 million active LEls in Q3 2025.

e A massive transition to VLEI for KYC (Know Your Customer) use cases and signing
financial reports (XBRL), reducing manual verification costs from several days to a
few milliseconds.

4. The Data Revolution: ACDC and CESR

Beyond identity, KERI's breakthrough in 2025 encompasses how data is transported and
verified. Two satellite technologies, ACDC and CESR, have become inseparable from KERI's
success.

4.1 AcDC (Authentic Chained Data Containers): The "VC 2.0"

While the W3C Verifiable Credentials (VC) standard dominated discourse until 2023, the
limitations of its data model (often based on JSON-LD) became apparent for complex uses
like the supply chain. ACDC 6 established itself as the robust alternative.

4.1.1 Chaining and Provenance

Unlike a classic VC which is an isolated signed document, an ACDC is designed to be
chained.

« Directed Acyclic Graph (DAG): An ACDC can reference the hash (SAID) of another
ACDC.
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» Concrete Example: In the pharmaceutical logistics chain (Pharmaledger case), the
"Vaccine Batch® ACDC issued by the lab contains the SAID of the ‘Factory
Certification” ACDC, which contains the SAID of the "Market Authorization” ACDC from
the health agency.

« Advantage: Verification of a single final ACDC allows, through cryptographic
traversal, validation of the entire chain of provenance without querying multiple
disparate databases.

4.1.2 Schema Security

ACDCs use Self-Addressing Identifiers (SAID) for their schemas. This means the data
schema itself is identified by its hashed content. If a single character of the schema
changes, its ID changes. This eliminates "Semantic Malleability” attacks where an attacker
modifies the definition of a data field (e.g., changing the unit from "mg" to "g") while keeping
the same schema identifier.

4.2 CESR (Composable Event Streaming Representation)

Performance is a key factor in the 2025 breakthrough. JSON-based protocols are verbose
and slow to parse.

e CESR Innovation: CESR is a hybrid encoding format (text/binary) optimized for
streaming.11 It allows concatenating signatures, keys, and data in a continuous
stream without complex delimiters.

e Impact: CESR enabled systems like Veridian to achieve identity transaction
throughput (TPS) that rivals centralized systems (Visa/Mastercard), far surpassing
the limitations of classic blockchains. “Composability” allows switching from text
format (for debugging or HTTP) to binary format (for IoT or UDP) without loss of
information or necessary re-signing.

5. The Trust Spanning Protocol (TSP): Towards
Universal Interoperability

Fragmentation has always been the Achilles’ heel of blockchain. In November 2025, the
publication of Revision 2 of the Trust Spanning Protocol (TSP) by the Trust Over IP
Foundation marked a decisive step in positioning KERI as the unification protocol.

5.1KERI as the "IP Layer” of Trust

The central analogy put forward by TSP is that of the Internet architecture.
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o Layer 1 (Transport): Ethernet, Wi-Fi, Fiber.. (Analogous to different Blockchains:
Ethereum, Cardano, Hyperledger).

e Layer 2 (Spanning): Internet Protocol (IP). This is the common layer that allows
everyone to communicate.

o Layer 3 (Application): HTTP, SMTP... (Analogous to VCs, DIDComm).

Until now, this “Layer 2" for trust was missing. Each blockchain was an isolated intranet. TSP,
built on KERI principles, proposes to be this layer.

¢ Functioning: TSP allows establishing secure and mutually authenticated channels
between any entities (people, loT, servers), regardless of their anchoring method
(DID method). Thanks to KERI, these channels are secured by KELs, making data
exchange independent of the underlying transport.

5.2 Implications for “"Walled Gardens™

This breakthrough threatens the economic models of blockchain "Walled Gardens.” If TSP
becomes widespread, value no longer lies in being on Ethereum or Solanag, but in the
portable cryptographic reputation of the entity. This promotes a commoditization of
blockchains, which become mere Commodity Utility Providers competing on the price and
performance of anchoring.

6. Economic and Sectoral Analysis: Why the
Market is Shifting

The technological breakthrough is coupled with relentless economic logic that led to the
observed adoption in 2025.

6.1 Cost Comparison Table: vLEI (KERI) vs. Traditional

Factor of Cost Traditional LEI Blockchain DID | vLEI /[ KERI Model
Model Model (e.g., (Autonomic)
(Centralized) Ethereum)

Identity Creation High Variable Gas Marginal cost is zero
administrative fees + Service | (local generation) +
fees (~$50-100) fees minimal QVI issuance

fees

Verification (KYC) Manual Automated but | Instantaneous
(Days/Weeks) - | dependenton | (Milliseconds) -

High human cost | network speed | Automated "Offline”
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Maintenance/Rotation | Heavy Costly on- Free (Local rotation in
administrative chain the KEL)

process transaction at
each rotation

Scalability Limited by Limited by Unlimited (Parallel
administrative network TPS validations at the edge)
staff (e.g, 15-30 TPS)

6.2 Impact on the Supply Chain

Integration into the supply chain, illustrated by 2025 resilience reports 15, shows that
traceability is no longer an option but a regulatory requirement (Digital Product Passport in
the EU).

o TheProblem Solved: Private blockchain solutions (Hyperledger Fabric) created data
silos inaccessible to consumers. Public blockchains were too expensive.

» The KERI Solution: Objects (containers, pallets) with KERI AIDs generate their own
history of trust. They can cross different systems (Customs, Carriers, Retailers) by
proving their provenance via chained ACDCs, without requiring complex system
integration between actors.

6.3 Impact on Decentralized Finance (DeFi) and Traditional Finance (TradFi)

With Veridian and vLEl, finance is seeing the large-scale emergence of the concept of
"Permissioned DeFi."

e Banks can participate in liquidity pools on public blockchains using VLEls to prove
their KYC/AML compliance without revealing customer data, thus satisfying
regulators (MiCA in Europe, GENIUS Act in the USA 17) while leveraging DeFi's
efficiency.

7. Challenges and Obstacles to Mass Adoption

Despite these spectacular advances, the KERI ecosystem faces non-negligible challenges
to becoming hegemonic.

7.1 Conceptual and Technical Complexity

KERI is notoriously complex. The concepts of pre-rotation, self-certifying key derivation, and
witness management require a steep learning curve for developers accustomed to simple
"Account-based’ models (Login/Password or Ethereum Address).

e Risk: Poor implementation of Key Management by wallet developers could lead to
irreversible identity loss, as there is no centralized "reset button.”
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7.2 Inertia of Existing Ecosystems

Massive investments in existing DID infrastructures (Hyperledger Indy, Microsoft ION
ecosystem) create resistance to change. Although KERI offers a migration path (via TSP),
transitioning legacy systems to native KERI architecture requires time and resources.

7.3 Witness Availability and Incentivization

Unlike Bitcoin miners remunerated by the protocol, KERI Witnesses are not intrinsically
remunerated by the protocol itself.

e Challenge: How to ensure a network of witnesses remains available and reliable in
the long term?

e 2025 Answer: The VLEl model mandates QVis (Qualified Issuers) to maintain
witnesses as a condition of their accreditation. For the general public (Veridian),
economic models are emerging where wallet providers include witness services in
subscriptions or via micro-payments, but the economic balance remains to be
stabilized.

8. Conclusion and Strategic Perspectives

KERI's breakthrough in 2025 marks the end of decentralized identity's childhood. We have
moved from a blockchain-centric exploration phase to an autonomic cryptography-centric
industrialization phase.

8.1 Synthesis of Disruption

The innovations of 2024-2025 disrupt the current ecosystem by:

1. Making identity free and fast: By taking operations off-chain, KERI eliminates
economic friction.

2. Unifying silos: Via TSP and AID portability, KERI creates a connective fabric above
competing blockchains.

3. Providing institutional security: Pre-rotation and duplicity detection finally offer the
level of security required by banks and governments, beyond what blockchains
alone could offer.

8.2 Recommendations for Ecosystem Stakeholders

o For Businesses: It is urgent to evaluate vLElI adoption to streamline KYC processes
and the management of corporate representatives. The KERI architecture must be
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considered for any supply chain traceability project (ACDC) rather than pure
blockchain solutions.

For Blockchain Developers: Integrating KERI/Veridian as an identity layer helps
offload the main chain and offers better UX. Stop building “Ledger-Locked" identity
systems.

For Public Decision-Makers: KERI offers a sovereign path for national digital
identities (e-ID) that respects privacy (no central registry) while ensuring sovereign
security (control of issuers via VLEI).

In conclusion, KERI is not “just another DID method,” but the fundamental substrate upon
which the Internet of Trust will be built in the next decade. The 2025 breakthrough is only the
beginning of this systemic transformation.

Appendix A: In-Depth Technical Glossary

ACDC (Authentic Chained Data Container): Standard for verifiable data containers
allowing cryptographic chaining to prove data provenance and integrity across
multiple jumps.

AID (Autonomic Identifier): Self-certifying identifier algorithmically generated from
a public/private key pair, independent of any ledger.

CESR (Composable Event Streaming Representation): Compact serialization
format supporting textual and binary representations, optimized for concatenation
and streaming of cryptographic events.

KAWA (KERI's Algorithm for Witness Agreement): Lightweight consensus
mechanism used by a group of witnesses to attest to the publication of key events,
ensuring availability and non-duplicity.

KEL (Key Event Log): Personal, ordered blockchain containing the history of all key
management events (creation, rotation, interaction) for an identifier.

Pre-Rotation: Security technique consisting of cryptographically committing (via a
hash) to the next public key in the current event, thereby protecting against
compromise of active keys, including by quantum attacks.

SAID (Self-Addressing Identifier): Identifier derived from the cryptographic hash of
the content it identifies (content-addressable), ensuring data integrity and
immutability (used for schemas, codes, etc.).

TSP (Trust Spanning Protocol): Layer 2 protocol of the Trust Over IP stack, facilitating
the secure and interoperable exchange of trust messages between any endpoints,
regardless of their underlying trust domains.

vLEI (verifiable Legal Entity Identifier): Verifiable digital version of the LEI, based on
KERI, allowing automatic authentication of legal entities and their representatives.
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e Witness: Entity or service designated by an identity controller to store and
propagate its KEL, and attest to the absence of duplicity, without having signature
authority over the identity itself.

9. Detailed Analysis of the KERI Suite Protocols
and Mechanisms

For technical experts and solution architects, it is crucial to delve deeper into the workings
of the satellite protocols that make up the "KERI Suite.” These components are not mere
accessories but structural elements that enable KERI to deliver on its promises of
performance and security in 2025.

9.1 CESR: The Encoding of the Future for Trust Streaming

The CESR (Composable Event Streaming Representation) protocol is often overlooked, but
it is the "workhorse" that allows KERI to be used in constrained environments (loT) as well as
in high-frequency financial systems.ll

9.1.1 The JSON Serialization Problem

In "classic” decentralized identity (W3C VCs, DIDs), the dominant format is JSON or JSON-LD.
While human-readable, JSON has major drawbacks for a security infrastructure:

¢ Non-canonicalization: The order of fields in a JSON object is not guaranteed. To
verify a cryptographic signature, the JSON must first be "canonicalized,” a CPU-
intensive process and a frequent source of validation errors.

« Verbosity: The repetition of field names ("publickey”, "signature’, etc.) consumes
unnecessary bandwidth.

o Text/Binary Incompatibility: Converting JSON to binary (for storage or network)
requires complex transformation rules (CBOR, MessagePack) that often break the
validity of the original signature.

9.1.2 The CESR Solution: Composability and Duality

CESR introduces a revolutionary approach based on self-describing cryptographic
primitives.

o Derivation Codes: Each piece of data in a CESR stream is prefixed by a short code (1
to 4 characters) that indicates its type (e.g., "Ed25519 Key," "ECDSA Signature,” "Blake3
Hash") and length. This allows for ultra-fast parsing without the need for an external
schema.
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Text/Binary Duality: CESR primitives are designed to be converted between their
textual (Base64 URL-safe) and binary (Raw bytes) representations by a simple look-
up table, without invalidating the cryptographic signature. A signed event can
traverse an HTTP network as text, be stored in binary on a disk, and be sent via UDP
to an loT sensor, all while remaining cryptographically identical and verifiable.

Pipeline and Streaming: Thanks to this concatenated structure, CESR parsers can
process events “on the fly" (streaming) without waiting for the end of the message,
reducing latency to negligible levels, which is essential for use cases like VLEI in stock
market transactions.

9.2 KAWA: The Withess Consensus Algorithm

The GLEIF Governance Framework v3.0 mandates the use of KAWA (KERI's Algorithm for
Witness Agreement) for witness pools. This is a direct response to criticisms regarding KEL
availability.

KAWA is not a consensus for ordering transactions (that role belongs to the controller), but
a consensus for confirming the availability and uniqueness of propagation.

Gossip Propagation: When a controller publishes an event, they send it to their
witnesses. The witnesses use a "gossip” protocol to ensure all pool members have
received the same version of the event.

Majority Threshold: For an event to be considered "witnessed,” a qualified majority
of withesses must have signed a receipt.

Partition Detection: If one group of witnesses sees event A and another group sees
event B (duplicity), KAWA allows detecting this inconsistency and alerting the
Watchers.

Performance: KAWA is much lighter than Paxos or Raft because it does not manage
a complex state machine, only the consistency of an append-only log.

9.3 IPEX: Identity Presentation Exchange

The exchange of credentials (ACDC) requires a secure transport protocol. IPEX (Issuance
and Presentation Exchange) is the KERI suite protocol dedicated to this task.32

Secure Tunneling: IPEX uses the secure channels established by KERI (mutually
authenticated by KELs) to transport ACDCs.

Progressive Disclosure: IPEX manages the negotiation logic for selective disclosure.
The verifier requests "Prove you are over 18." The holder uses IPEX to send only the
cryptographic proof derived from their “Identity” ACDC, without sending the complete
ACDC containing their date of birth.
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e Veridian Adoption: The Veridian platform natively uses IPEX for interactions between
the mobile wallet and third-party services, ensuring that every data exchange is
traced, consented to, and minimized.24

10. In-Depth Sectoral Impact: Case Studies and
2026 Projections

The analysis of 2025 trends reveals that KERI adoption goes beyond simple personal identity
to restructure entire industries.

10.1 Health and Pharma: Beyond Traceability (The
Pharmaledger Case)

The pharmaceutical industry was a pioneer with the Pharmaledger project, which went into
extended production in 2025.

With the rise of decentralized clinical trials (the patient stays at home), verifying the identity
of participants, visiting nurses, and the integrity of collected data (medical IoT) has become
critical.

e KERI Solution: Every patient, doctor, and IoT device possesses an AID.

o Electronic Consent (eConsent): Patient consent is a signed event in their KEL,
anchored via an ACDC. This is an immutable and verifiable legal proof for auditors
(FDA, EMA) without accessing the central lab database (privacy protection).

» Trustworthy loT: Connected temperature sensors (for vaccines) sign their readings
with rotating KERI keys. If a sensor is compromised, its key is revoked via rotation, and
subsequent data is rejected, but the history remains valid. No other technology
allows this granularity of security for low-cost loT.

10.2 Finance and Regulation: vLElI as a Banking Passport

The banking sector, under pressure from regulations (Basel IV, Anti-Money Laundering),
found VLEI to be a lifesaver for automation.

Companies must submit their financial reports in XBRL format. In 2025, signing these reports
with a VLEl became a standard practice encouraged by regulators.

¢ Impact: This prevents the falsification of financial reports. An analyst or trading
algorithm can cryptographically verify that the PDF/JSON report genuinely originates
from the CFO of company X, validated by the VLEl, before ingesting the data.
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e Fraud Reduction: ‘CEO fraud" schemes are drastically reduced because wire
transfer orders require a verifiable VLEl signature, which is impossible to forge

through simple social engineering (email spoofing).

10.3 Energy and Critical Infrastructures

An emerging sector for KERI in 2026 is that of smart grids.

e Problem: With millions of residential solar panels and electric vehicles injecting

energy, how to authenticate each source for billing and grid stability?

« KERISolution: Each solar inverter receives a KERI identity at manufacture (Inception).
It signs its energy injections. The grid manager (TSO) uses ACDCs to verify that the
inverter is certified and compliant, and uses the KEL for auditing energy transactions.
The "Ledger-less” architecture is vital here because a blockchain could not support

the frequency (50Hz) and volume of data of a national power grid.

11. Strategic Comparison: KERI vs. Alternatives

For decision-makers, it is essential to situate KERI relative to other standards vying for

supremacy.

11.1 KERI vs. X.509 (Traditional PKI)

name or legally

Can be pseudonymous
or legally bound (VLEI).

Criterion X.509 (SSL/TLS KERI (Autonomic KERI Advantage
Certificates, ID Identity)
Cards)
Root of Centralized The user (Controller) via | Sovereignty, no single
Trust Certification self-certification. point of failure (CA
Authority (CA). compromise = total
compromise).
Revocation | Revocation Lists Key rotation and event Much faster reactive
(CRL) or OCSP. publication. Immediate | security.
Heavy, slow, often and propagated by
ignored by clients. witnesses.
Cost Annual subscription | Free (excluding optional | Massive economies of
to CAs (e.g,, witness services). scale.
Verisign).
Identity Tied to a domain Tied to cryptography. Flexibility (Anonymity

vs. Strong Identity).

MindStack Research Team — mindstack.blog

Feb. 2026



https://mindstack.blog/

validated identity by
a third party.

11.2 KERI vs. OIDC4VC (OpenID Connect for Verifiable
Credentials)

OIDC4VC is an adaptation of the Web2 connection protocol (Google/Focebook Login) for
VCs, strongly promoted by some European players (EUDI Wallet).

e 0OIDC Approach: "Let's adapt VCs so they fit into existing Web pipes (OAuth2)." This is
a pragmatic approach but inherits the security weaknesses of the Web (TLS
termination, DNS dependence).

o KERI/IPEX Approach: "Let's rebuild the pipes so they are intrinsically secure.” KERI
secures the message itself, not just the transport pipe.

e 2025 Verdict: OIDC4VC dominates for "low-security” mass-market uses (loyalty
card, website access) due to its compatibility with the existing system. KERI/IPEX
dominates for "high-security" uses (Finance, Gov, Supply Chain) where non-
repudiation and a perfect audit trail are required.

12. General Conclusion: The Future is Autonomic

In conclusion, KERI's breakthrough in 2025 represents much more than a technological
update. It is the advent of the era of Autonomic Identity.

The innovations disrupting the ecosystem — Veridian integration, vLEI v3.0, chained ACDCs,
and the TSP protocol — all converge towards the same reality: the blockchain is no longer
the center of the trust universe. It reverts to being one tool among others (a "Backer"), serving
a broader, more resilient, and user-centric architecture.

For the current ecosystem, this is a healthy shock. Projects that bet on “on-chain identity
monetization” are seeing their models collapse. Conversely, those that, like Cardano or VLEI
issuers, have embraced the role of “infrastructure facilitator,” are positioning themselves as
the pillars of the new digital trust economy.

We are no longer in theoretical speculation. With millions of active identities and billions of
dollars in transactions secured by VLEl in 2025, KERI has become the invisible but
indispensable infrastructure of the modern digital world.
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The future of digital identity is defined less by where trust is recorded than by how it is
proven over time.
- Ref. MindStack Research Team

End of Technical Paper

The KERI Infrastructure Revolution and the Advent of Autonomic Identity in the Digital
Ecosystem
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